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Lesson 1 – Online criminals target  Facebook and virtual words

Read Source 1 (Pages 4-5) and then do the following:

1. Match the word to the definition.

	A
	Social networking
	1
	Skilled and now becoming a true profession i.e. being paid.

	B
	Multi-player computer games
	2
	the use of a website to connect with people who share personal or professional interests, place of origin, education at a particular school, etc

	C
	Fraudsters
	3
	A website Forbidden by law, rules, or custom

	D
	Symantec
	4
	Computer games where you play against lots of different people often online

	E
	Incorporated
	5
	occurring or coming later or after (often followed by to ): subsequent events; Subsequent to their arrival in Chicago, they bought a new car

	F
	Malicious
	6
	Not looked for or requested; unsought

	G
	Unsolicited
	7
	Involves tricking people into revealing passwords, usernames etc.

	H
	Professionalization
	8
	Developed to a high degree of complexity.



	I
	Commercialisation
	9
	People who trick or swindle you out of money or other assets by sending fraudulent emails

	J
	Sophisticated toolkits
	10
	Software manufacturer of utility and development applications for Windows and Macintosh platforms. Products include ACT!, Norton Utilities, Norton AntiVirus, Symantec AntiVirus for Macintosh, Symantec Cafe. 

	K
	Phishing
	11
	the process or cycle of introducing a new product into the market. The actual launch of a new product is the final stage of new product development, and the one where the most money will have to be spent for advertising, sales promotion, and other marketing efforts

	L
	Laundering money
	12
	Software that records every stroke of a keyboard and other malicious codes on your machine

	M
	Subsequent
	13
	an agreement, communication, or movement carried out between separate entities or objects, often involving the exchange of items of value, such as information, goods, services, and money.

	N
	authenticity
	14
	     Coming after something in time; following.



	O
	transactions
	15
	Combined into one form or body e.g. different chapters are incorporated into a book.

	P
	purported
	16
	refers to the truthfulness of origins, attributions, commitments, sincerity, devotion, and intentions.

	Q
	keyloggers
	17
	Appear or claim to be or do something, esp. falsely; profess.

	R
	Illicit websites
	18
	full of, characterized by, or showing malice;  malevolent; spiteful: malicious gossip. evil intent on the part of a person who commits a wrongful act injurious to others.
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Now answer the following questions as fully as you can:

Questions

1. Explain why Criminals have started to target online communities. 

2. Make a list of the sorts of information criminal s can get about you from these sites.

3. Explain what phishing is and how you may be a target. Give any personal examples if you have them.

4. Explain what is meant by money laundering and why it is necessary.
5. Explain what  a ‘keylogger’ does and how it could be used to invade your privacy.

6. Think of all the personal information you have on facebook or that you include in emails.

How do you feel about the fact that other people may be reading ALL your emails and Personal information on facebook – not just the people they were originally intended for?

7. How do you know if YOUR computer has been infected with any of this malicious software?
8. Write a balanced argument for and against Social networking sites. At the end give YOUR own personal opinion.

Now read through Pages 4-5 again making sure you have understoof  EVERYTHING!

You tube clips to watch

1.  http://www.youtube.com/watch?v=frgnjySjNOw   What is second life?

3. http://www.youtube.com/watch?v=irZm9L868o8   2nd life promotion

4. http://www.youtube.com/watch?v=qOFU9oUF2HA  Educational uses of second life

5.  http://www.youtube.com/watch?v=TMGR9q43dag  Education through second life

6.  http://www.youtube.com/watch?v=O62GHcIVKS4  

